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 ⊲ IDC’s survey of senior advertising decision makers in large companies in the United 
States, the United Kingdom, and Germany found that digital measurement has become 
table stakes for anyone who wants to run mobile marketing campaigns. There is little 
wonder why: measurement has proven to significantly increase return on advertising 
spend (ROAS) and the ability to retain advertisers’ competitiveness. 

 ⊲ While advertisers in all three countries reported that vendors delivered well on the 
measurement features they desired, they also felt there was room for improvement in 
terms of delivering on most privacy protection and compliance features. This likely  
was not due to vendors falling short but simply because privacy and compliance have 
become such top-of-mind issues.

 ⊲ For all three countries combined, the three most important factors regarding privacy  
and compliance were:

 • Compliance with a patchwork of privacy protection laws and regulations  
(e.g., GDPR and California Consumer Privacy Act [CCPA]) 

 • Physical and environmental data security

 • General privacy protection and compliance

IDC Opinion
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 ⊲ Being investigated by agencies tasked with enforcing privacy laws and regulations 
is not a rare occurrence. There is a one-in-three chance for this to happen, and when it 
happens, one is likely to be found noncompliant and subsequently subject to a fine for an 
average of 2.9% of annual revenue, or about $40 million — with significantly higher fines in 
the United States.

 ⊲ Advertisers have mixed expectations of the future: partly hopeful, partly worried.  
With regard to current developments — constraints on the use of third-party cookies  
and Apple’s deprecation of the Identifier for Advertisers (IDFA) — advertisers are  
confident that vendors and organizations will find solutions that will keep measurement 
effective. Advertisers are less confident about privacy measures yet to be devised  
in the distant future. Still, about 50% of advertisers are confident that measurement of 
vendor capabilities will not be impacted.

This IDC White Paper presents the results of an online survey of 100 or more senior 

advertising decision makers each within the United States, the United Kingdom,  

and Germany. The questions probed participants about their practices, experiences, 

and attitudes with regard to mobile measurement and privacy regulations and 

compliance with those regulations. The goal was to extract guidance for advertisers  

on what to look out for regarding measurement and privacy and compliance.  

This project was sponsored by AppsFlyer.

IN THIS WHITE PAPER
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Methodology

IDC conducted a survey on practices, experiences, and  
attitudes of advertisers with regard to mobile measurement, 
privacy regulations, and compliance. The survey covered  
those regulations in the United States, the United Kingdom,  
and Germany and was conducted on behalf of AppsFlyer.
This project involved an online survey predominately of advertising decision makers or  
decision influencers at the director level and up. Respondents needed to work for a 
company with 500 employees or more to qualify for the survey, which took approximately 
12 minutes to complete.

The sample size was n = 146 for the United States, n = 118 for the United Kingdom, and  
n = 100 for Germany. This was a high-quality sample: More than 94% of respondents were  
decision makers and more than two-thirds of respondents were at the VP or the  
executive level (CEO, CXO, and CIO). Almost three quarters of respondents worked for 
large companies (1,000 or more employees). Several industries were represented,  
with professional services, financial services, computing, retail, and telecom being the 
biggest groups. Average annual revenue of respondent companies was $1.4 billion.

The survey was fielded in December 2020.
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Measurement Usage 
Digital measurement has become table stakes for anyone who wants to run mobile marketing  
campaigns. According to the survey, advertisers began adoption as early as about 10 years 
ago and an intense wave of adoption of measurement technology started about 5–6 years 
ago and lasted for 3–4 years. By 2019, digital measurement had become a standard tool in 
the advertiser’s toolbox.

The recent rapid adoption has led to a high level of marketplace penetration. Sixty-six percent 
of advertisers reported that they use measurement routinely, another 28% are experimenting 
with it, and 5% are considering adoption. This is little wonder: measurement has proven to  
increase in ROAS, and thereby enable advertisers to retain competitiveness. It is no stretch  
of the imagination to expect almost complete penetration of around 90% of advertisers in  
a few years. 

Across all three markets, 31% of survey respondents cite AppsFlyer as the vendor 
most frequently used as the main provider of mobile measurement.

How important measurement has become to advertisers can be seen by the significant 
amount of money advertisers individually spend on it: in the United States, $1.8 million per 
year; in the United Kingdom, £1.3 million; and in Germany, €1.4 million.

Situation Overview
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The four most important measurement features were: 
effectiveness and accuracy (79%), followed by  
fraud detection, privacy protection, and quality of  
customer support (75% each). 

Measurement: Desired Qualities Versus 
Vendor Performance 
Measurement 

In the survey, respondents were asked to identify the measurement features that were the  
most important ones for them and how their main vendor stacked up against their expectations.  
(For desired features, respondents were able to choose a value on a scale from “1 = least 
important desired feature” to “10 = most important desired feature.” Likewise, for vendor 
performance, they could choose anywhere from “1 = worst vendor performance” to “10 = best 
vendor performance.” The percentages reported below represent the share of respondents 
who chose one of the top 3 values, 8–10 (i.e., deemed a measurement feature as very important 
or deemed vendor performance as very good). These are called the “top 3 box answers.”

The four most important measurement features were: effectiveness and accuracy (79%), 
followed by fraud detection, privacy protection, and quality of customer support (75% each). 

Across all three countries, advertisers were generally satisfied with how measurement 
vendors performed against their expectations. Even for effectiveness and accuracy, the most 
important feature, the share of advertisers who said they were happy with their main vendor’s 
performance (76%) was just slightly lower than those who said it was important to them.  
For the other three measurements, advertisers were happy with their vendors’ performance,  
that is, they rated the performance of their main vendor as higher than the importance of  
these features (77%, 77%, and 78%, respectively).

On the country level, some results stood out. For example, in the United States, advertisers felt 
there was room for improvement in terms of effectiveness and accuracy (high importance = 86%, 
good performance = 81%). This may be because of the higher level of competitiveness in the 
United States versus the European countries.
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79% Compliance with privacy protection laws and regulations  
(e.g., GDPR and CCPA)

81% Privacy protection and compliance

In the United Kingdom, fraud detection was the most important feature, with advertisers happy 
with vendors’ performance (73% versus 72%). This was followed by effectiveness and accuracy 
(71% versus 74%).

In both the United States and the United Kingdom, sensitivity to the various costs associated 
with measurement was low. For the product cost, the cost and ease of implementation, and  
the cost and ease of operation, the share of respondents who viewed vendor performance as 
very good was higher or as high as the share of respondents who saw these items as important. 
This indicates two things: One, measurement delivers more in a financial sense — there is  
more to gain financially from measurement than it costs to obtain, implement, and operate.  
Two, the effectiveness and accuracy delivered by vendors are generally considered to be on par 
with advertisers’ expectations. 

Attitudes were different among German respondents, who felt measurement service costs could 
be lower. This finding is unsurprising in a culture that generally pays close attention to good 
cost-performance ratios.

Privacy and Compliance 

Advertisers were asked about the importance of certain privacy- and compliance-related 
features in a measurement service and how their main vendors performed against their 
expectations for these features. (We used the same top 3 methodology as we did previously  
for measurement features.)

For all three countries combined, the three most important factors regarding  
privacy and compliance were:

80% Physical and environmental data security

Percentage of respondents cited this was very important (top 3 box)
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  Importance of desired qualities when choosing a vendor       Perceived vendor performance

Unlike with measurement features, the findings related to vendor performance of privacy and 
compliance features paint a more complex picture. Advertisers in the United States and in 
the United Kingdom felt there was room for improvement in terms of delivering on almost all 
expected privacy and compliance features — as opposed to Germany, where respondents 
felt vendors largely performed well compared with expectations. Almost certainly, this spread 
between expectation and perceived reality in the United States and the United Kingdom is 
due to privacy being more top of mind in English language-speaking countries (see the Privacy, 
Compliance, and Enforcement section) rather than due to technological shortfalls on the part  
of vendors. This finding is reinforced given that advertisers in Germany do not have these same 
concerns while using the same products.

There are likely two reasons why American advertisers feel strongly about these three features. 
One reason is that there is likely a greater sense of insecurity with regard to regulations and 
legislation that have just been enacted (such as the California Consumer Privacy Act) or that may  
be enacted in the future at the state and federal level. The United States is a culture that is  
prone to sudden and sweeping legal changes with attendant strict enforcement. As a result, U.S.  
advertisers reported that they were more likely than U.K. companies to be investigated, to be  
found noncompliant with regulations, and to be fined (see the Privacy, Compliance, and 
Enforcement section).

While no federal privacy protection law is currently on the books, with a newly elected Democratic 
administration, new legislation is likely to be passed. For one, there is a backlash against tech 
companies generally, even with partial bipartisan support in Washington. Moreover, President 
Biden’s team includes members who have experience developing privacy guidelines and rules. 
In addition, Vice President Harris oversaw privacy protection initiatives while she was Attorney 

Privacy protection and 
compliance

85%
89%

Ability to be compliant 
across several different 

geographies and different 
laws or regulations 

81%86%

Monitoring of and 
expedient compliance  

with new laws and 
regulations

82%85%

In the United States, there were three features where the spread between importance when 
choosing a vendor as cited by respondents and perceived vendor performance was greatest: 
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  Importance of desired qualities when choosing a vendor       Perceived vendor performance

General in California and her previous experience could inform a push for similar initiatives 
in the Biden administration. Finally, while President Biden has not spoken on privacy as such, 
there have been discussions about the Communications Decency Act’s section 230, the liability 
waiver for internet publishers, which may also make privacy legislation more likely. 

The second reason why U.S. respondents cited privacy and compliance features as important: 
they have to contend with different rules in 50 states as well as on the federal level, and  
many represent multinational concerns that run campaigns in many countries, all of which also 
have different regulations.

These gaps between expectations and reality among U.K. respondents may be indicative of 
concerns around GDPR compliance. While GDPR proper is not applicable within the United 
Kingdom anymore, its rules have been retained as “U.K. GDPR.” Also, since many U.K. companies 
do business inside the European Union (EU), and therefore conduct advertising aimed at the EU, 
they also have to worry about compliance with the “EU GDPR” and possible future changes to it. 

In Germany, advertisers see a big gap between the importance they assign to “privacy protection 
and compliance” and the quality of service measurement vendors deliver (79% versus 65%, 
respectively, a 14-point gap). This is likely due to cultural differences in how the market is viewed. 
Interestingly, however, for all other features, advertisers are largely happy with the privacy  
and compliance features delivered by measurement vendors. This differs from the United States 
and the United Kingdom, even though German advertisers largely use the same products as 
those in the other two countries. Part of the reason may be that even though advertisers in 
Germany are investigated more often by the authorities than those in the United States and the 
United Kingdom, they are fined less.

Privacy protection and 
compliance

71%
79%

Physical and  
environmental data 

security

69%
76%

Compliance with 
privacy protection laws 

and regulations  
(e.g., GDPR and CCPA)

70%74%

Ability to be compliant 
across several  

different geographies 
and different laws  

or regulations

68%72%

In the United Kingdom, the spread between importance when choosing a vendor as cited by 
respondents and perceived vendor performance was even greater than in the United States:
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Privacy, Compliance, and Enforcement 
The survey gauged respondents’ attitudes and experiences regarding the enforcement of 
compliance with privacy regulations. Advertisers in all three countries were quite concerned 
about alleged noncompliance with privacy laws and regulation hurting their companies. In 
both the United States and the United Kingdom, almost three quarters of respondents were 

“concerned,” “more concerned,” or “very concerned” (73% in both countries), and in Germany, 
more than half (53%) of advertisers surveyed were “concerned,” “more concerned,” or “very 
concerned” (see Figure 1). 

FIGURE 1

Level of Concern About Impact of Noncompliance with Privacy Laws or Regulations

Q   How concerned are you that alleged noncompliance with privacy laws or regulations  
might hurt your company?

While the level of concern was high in all three countries, the reasons behind the concern 
differed. In the United States, advertisers’ top concerns regarding possible consequences of 
alleged privacy violations were revenue loss, reputation loss with clients and the general public, 
hampered operations, and being fined (all coming in at 69% top 3 box answers). 

In the United Kingdom, reputation loss with investors, the general public, and clients was the 
major concern (71%, 70%, and 69%, respectively), followed by fear of fines (69%).

In Germany, reputation loss with clients and investors were the top concerns (64% and 59%, 
respectively), followed by hampered operations at 56%.

n = 347 for total, n = 140 for United States, n = 112 for United Kingdom, and n = 95 for Germany. Source: IDC’s Measurement, Privacy, and Compliance Survey, December 2020

Total

United States

United Kingdom

Germany

  More concerned

   Less concerned

  Concerned

   Not concerned at all   Somewhat concerned

  Very concerned
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It is clear from the survey results that being investigated by enforcement agencies for potential 
violations of privacy regulations is not a rare occurrence. In addition, advertisers that are 
investigated are likely to be found noncompliant and subsequently subject to a stiff fine. Across 
all three countries, there is a more than one-in-three chance for a company to have been 
investigated for being noncompliant with privacy regulations (37% of all respondents). Among 
those that had been investigated, two-thirds were found noncompliant (25% of all respondents). 
In turn, among those that had been found noncompliant, four out of five were fined (21% of all 
respondents) (see Figure 2). 

FIGURE 2

Share of Companies Investigated, Found Noncompliant, and Fined

Being investigated is not a rare occurrence. There is  
a one-in-three chance for this to happen, and when it happens, 
one is likely to be found noncompliant and subsequently 
subject to a stiff fine.

n = 347 for total, n = 140 for United States, n = 112 for United Kingdom, and n = 95 for Germany. Source: IDC’s Measurement, Privacy, and Compliance Survey, December 2020

Total

United States

United Kingdom

Germany

   Investigated, 
found noncompliant, 
and fined

   Investigated, 
found noncompliant, 
but not fined

   Investigated, 
found compliant

   Never  
investigated
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There were significant differences between the countries. German advertisers were the most 
likely to be investigated, be found noncompliant, and subsequently be fined, followed by the 
United States, with U.K. advertisers least likely to be investigated and fined.

If a company was fined, the toughest punishment was given to U.S. companies: an average of 
4.4% of total annual revenue, roughly twice as high as companies in the United Kingdom (2.3%) 
and Germany (1.7%) (see Figure 3). These revenue shares translate into average fines of $61 
million for United States, £35 million for United Kingdom, and €28 million for Germany. The lower 
fines in Germany might partly explain why German advertisers are less concerned about the 
privacy features provided by measurement vendors.

Total United Kingdom Germany

n = 71 for total, n = 27 for United States, n = 17 for United Kingdom, and n = 27 for Germany. Source: IDC’s Measurement, Privacy, and Compliance Survey, December 2020

FIGURE 3

Average Percentage of Annual Revenue Fined

Q  Expressed as a share of your annual revenue, how much were you fined?

United States

1.7%

2.3%

4.4%

2.9%
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88%79%

Much of the future of measurement will be determined by current privacy measures or new 
ones that may be introduced by legislators or technology vendors such as Apple and Google. 
Some measures are imminent, such as Apple’s deprecation of IDFA, scheduled for early 
2021. There are other measures on the horizon, such as Google’s effort to constrain the use of 
third-party cookies also slated for early 2021. Yet some other measures are potential changes, 
such as legislation passed on the federal level or Google deprecating its version of IDFA, the 
Google Advertising ID (GAID). Such measures could make tracking more difficult going forward. 

When it comes to how advertisers feel about the potential impact of such measures, they 
have mixed expectations of the future: partly hopeful, partly worried. Regarding the current 
developments — constraints on the use of third-party cookies and Apple’s deprecation of the 
IDFA — almost 80% of respondents are confident that industry players and organizations will 
find new solutions that will keep measurement at the current level of efficacy (see Figure 4). 

For the distant future, in which there may be privacy measures yet to be devised, advertisers 
are less confident. Still, about 50% of advertisers are confident that measurement vendor 
capabilities will not be impacted. Most of this sentiment is of course due to the industry not 
knowing what the future holds.

Future Outlook

n = 364 for total, n = 146 for United States, n = 118 for United Kingdom, and n = 100 for Germany. Source: IDC’s Measurement, Privacy, and Compliance Survey, December 2020
Notes: Data is based on a scale of 1–10, where 1 = “not confident at all” and 10 = “very confident.” Data shows the percentage share of respondents who chose the top 3 box answers. 

FIGURE 4

Confidence That New Solutions for Measurement Will Be Found

Q   How confident are you that independent vendors, industry initiatives, or industry organizations will  
find new solutions to maintain the current level of attribution capabilities for independent vendors?

Total United States Germany

77%

United Kingdom

71%
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Essential Guidance

Challenge/opportunity — return on advertising spend and competitiveness: 
Mobile advertisers that do not yet use measurement on a day-to-day basis deprive 
themselves of better ROAS, and thereby, hand peers a competitive edge. Digital 
measurement has become table stakes for any advertiser that wants to run mobile 
advertising campaigns. 

Challenge — compliance with different rules in different jurisdictions: 
It is important for advertisers to find a measurement vendor that can comply with the 
patchwork of different privacy laws and regulations in different countries and states.  
This is important for advertisers in any country that run multinational campaigns, but 
particularly for U.S. advertisers that must satisfy 50 different state regulations plus federal 
ones on top of that.

Challenge/opportunity — future-safe tracking and compliance setups: 
Advertisers need to pick vendors that have technology that will enable them to weather  
future challenges to tracking and compliance from new privacy protection measures. If they  
don’t, not only do they risk lower ROAS but also fines, both of which reduce profitability.

Challenge — physical and environmental data security: 
Advertisers should also take note of vendors’ efforts to keep data secure from hackers 
or environmental catastrophe. The fact that this was one top-of-mind item for many 
respondents shows that such incidents are not a theoretical threat.
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Advertisers in the United States, the United Kingdom, and Germany are all aware of the 
importance of mobile measurement. Such technology includes measures that can safeguard 
consumer privacy and ensure regulatory compliance. However, the regulatory landscape 
regarding privacy and compliance is changing, and private companies are also making 
important changes that may impact the use and effectiveness of digital measurement.  
For mobile advertisers, the uncertain future may give pause when it comes to evaluating  
the capabilities of measurement vendors, even as the importance of digital measurement  
is increasing. In this environment, it may be difficult for advertisers to select a vendor  
that provides adequate capabilities that can meet today’s needs while ensuring flexibility to 
accommodate changing requirements in the future. Those measurement vendors with  
a solid presence in this market have an opportunity to ease uncertainties by emphasizing 
their current capabilities as well as their ability to adapt their offerings to meet evolving 
privacy and compliance measures.

Challenges and 
Opportunities

For advertisers that run mobile campaigns, using digital measurement is not optional. 
However, as IDC research shows, advertisers in surveyed companies — while in large part 
satisfied with the features offered by measurement vendors — feel there is still room for 
improvement. Privacy and compliance factors with a patchwork of privacy protection laws 
and regulations, physical and environmental data security, and general privacy protection 
and compliance are the most important for advertisers. While legislation and industry 
measures leave the future of measurement capabilities in flux, current measurement 
technology is critical for ensuring increased return on advertising spend, providing protection 
from noncompliance fines and, overall, maintaining competitive fitness.

Conclusion
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Following the Strictest Industry Standards for Privacy & Compliance

Staying ahead of the risks in the ever-evolving mobile ecosystem is 
crucial to the health of your business  

AppsFlyer, the global attribution leader, empowers marketers to grow  
their business and innovate with a suite of comprehensive measurement 
and analytics solutions  Built around privacy by design, AppsFlyer 
takes a customer-centric approach to help 12,000+ brands and 7,000+ 
technology partners make better business decisions every day  
AppsFlyer’s products help customers to be compliant with privacy 
regulations like GDPR, CCPA, COPPA, and others 

To learn more, visit appsflyer.com

https://www.appsflyer.com/product/security-and-privacy/#CERTIFICATIONS_&_COMPLIANCE. 
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